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Introduction

This is a guide on how to install a Windows LDS system for use as keyserver by GnuPG. LDS is
the Lightweight Directory Service of Windows formerly known as ADAM. Instead of using the Active
Directory (AD) directly for storing GnuPG keys it is often more appropriate to have a separate
server running for this. The major benefit is that there is no need to touch the AD to extend its
schema. However, for authentication purposes the AD can still be used with an LDS and replication
of LDS instances is also possible.

Prerequisites

Assign a separate Windows instance for use with LDS or use an instances which does not run a
domain controller but, for example, a machine which runs other internal services. In our example
we use the domain w32demo.gl0code.de and the LDS service runs on a machine named key -
server. The screenshots have been acquired from an English version of Windows-10. The AD in
this example has been configured for German; thus some accounts have localized names.

Manufacturer / Distributor

g10 Code GmbH
Gutenbergweg 4

40699 Erkrath / Germany
+49 2104 493 879 0
info@gnupg.com
Www.gnupg.com
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1 Installing the LDS Service

= Create a user in your AD to maintain the LDS installation.
In our example this is w32demo\ ldsadmin.

= Login as Administrator to the LDS machine. The LDS service comes with all rent Windows ver-
sion and can be easily enabled. Open the Windows Features dialog and enable LDS:

Windows Features - O >
Turn Windows features on or off (2]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

[T | METFramewerk 3.5 (includes .MET 2.0 and 3.0 ~
[m]  .NETFramework 4.8 Advanced Services

Active Directory Lightweight Directory Services

Containers

Data Center Bridging

Device Lockdown

Guarded Host

Hyper-V v

=

OOoOoOoor

]

= Click [OK] and the feature will be installed. LDS might already be enabled and running an par-
tition (i.e. an LDAP service). Note that several partitions can be used on one LDS instance; we
will later get back to this.

= You also need some extra tools on that machine. Open the dialog to \emph{Add an Optional
Feature} and scroll down to \emph{RSAT: Active Directory DomainSerives and
Lightweight Directory Services Tool}and enable this:

< Settings
Add an optional feature

() pﬂ(]Hﬂl feafu re | Find an available optional feature

Sort by: Name ~

D RSAT: Active Directory Certificate Services Tools 6.74 MB

RSAT: Active Directory Domain Services and Lightweight Directory Services 37.5MB
Tools

Installed features
0 . RSAT: BitLocker Drive Encryption Administration Utilities 865 KB

e 0 E RSAT: DHCP Server Tools 959 MB

= Click on [Install] to download and install this feature. You may then need to reboot.

= Open a command prompt in Admin mode and enter:

\Windows\adam\adaminstall
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= Awizard dialog pops up:

sion 10.8. 2.
ion. All right

ndowshadam\adaminstall

ﬁ Active Directory Lightweight Directory Services Setup Wizard 4

Welcome to the Active Directory
Lightweight Directory Services
Setup Wizard

This wizard helps you install Microsoft Active Directory
Lightweight Directory Services (40 LDS).

AD LDS is a powerful directory service that is easy to install
and deploy. | provides a dedicated data store for
applications, and can be configured and managed
independenthy.

To continue, click Mext.

Back Mext > Cancel Help

= Click [Next] and select “A unique instance”:

ﬂ Active Directory Lightweight Directory Services Setup Wizard *

Setup Options
An AD LDS instance is created each time AD LDS is installed.

You can create a unigue instance, or you can install a replica of an existing instance.

Select the type of instance you want to install.

(®) A unique instance

This option automatically creates a new instance of AD LDS that uses the default
configuration and schema partitions. The new instance will not be able to replicate
with existing instances.

(") Areplica of an existing instance

Thig option creates a new instance of AD LDS that uses the configuration and
schema partitions replicated from another instance of AD LDS. You can also select
the application partitions to replicate.

< Back Mext > Cancel Help
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= Click [Next]. On the next dialog enter the name used for the keyserver; it is best to use the
name of the machine or an alias for it:

Active Directory Lightweight Directory Services Setup Wizard X

Instance Name -_
The instance name is used to differentiate this instance of AD LDS from other AD = ‘
LDS instances on this computer. ‘( A

Type a name for this instance. The name should reflect the use for which this instance
of AD LDS is intended.

Instance name:

|ke1_.'senrer |
Example: Addressbook 1

Description:
|AD LOS keyserver |

The AD LDS service name is created when the instance name is combined with the
product name. i will be displayed in the list of Windows services, together with the
description you enter.

AD LDS service display name:  keyserver
AD LDS service name: ADAM_keyserver

<Back f Net> 1  Cancel Help

= Click [Next]. The next dialog requests the port numbers to connect to the service. If this is the
first instance, use the suggested standard ports. However, if other partitions are already run-
ning on that LDS instance you need to choose other ports which will later be part of the
GnuPG configuration. Here is the standard case:

Active Directory Lightweight Directory Services Setup Wizard X

Ports
-

Computers will connect to this instance of AD LDS using specific ports on all of the - "

|P addresses associated with this computer. ‘(

The ports displayed below are the first available for this computer. To change these
ports, type the new port numbers in the text boxes below.

I you plan to install Active Directory Domain Services on this computer, do not use 389
forthe LDAP port or 636 for the S5L port because Active Directory Domain Services
uses these port numbers. Instead, use available port numbers from the following range:

1025-65535.

LDAF port number:
38 |

S50 port number:
(63 |

< Back Mext = Cancel Help

= Click [Next]. In the next dialog you need to create a partition. Enter the DN of the service:
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Active Directory Lightweight Directory Services Setup Wizard it

Application Directory Partition
An application directory partition stores application-specific data. -’2_ q
s

Do you want to create an application directory partition for this instance of AD LDS?

(") No, do not create an application directory partition
Select thiz option if the application that you plan to install creates an application directory
upon installation, or f you plan to create one later.

(@) Yes, create an application directory partition

Select thiz option if the application that you plan to install does not create an application
directory partition upon installation. A valid partition name is any distinguished name that does
not already exist in this instance. Example distinguished name:
CM=Partition1,DC=Woodgrove DC=COM

Partition name:
CM=keyserver DC=w32demo,DC=g10code. DC=de

< Back Mext = Cancel Help

= Click [Next]. The next dialog allows to change the location of the LDS files; in general you will
use the defaults:

Active Directory Lightweight Directory Services Setup Wizard >
File Locations &
You can specify a location for each type of file associated with this instance of AD ? "

LDS. -

Specify the locations to store files associated with AD LDS.

Data files:

: “\Program Files'Microsoft ADAM \keyserver\data ‘ Browse...
Data recovery files:

|C:\ngram Files\Microsoft ADAM\keyserver\data ‘ Browse...

< Back Mext = Cancel Help

= Click [Next]. In the next dialog select the account under which the the service will run. Use the
[Browse]-button to select the “ldsadmin” account:
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Active Directory Lightweight Directory Services Setup Wizard >

Service Account Selection s
AD LDS performs operations using the pemissions associated with the account A
you select. ( /

Set up AD LDS to perform operations using the pemissions associated with the following
account.

(") Network service account
AD LDS has the pemissions of the default Windows service account.

(®) This account:
AD LDS service has the pemissions of the selected account.

Usemame: | w32demoldsadmin ~ | Browse...
Password: |-.oo.o..o. |
< Back Mext = Cancel Help

= Click [Next]. You now need to specify an account to administer the LDS instance; obviously we
use the “ldsadmin” account:

Active Directory Lightweight Directory Services Setup Wizard *

AD LDS Administrators

A
You can specify the user or group that will have administrative privileges for this AR
instance of AD LDS. ¢

Assign the following user or group of users administrative permissions for AD LDS.

() Cumently logged on user: WIN-WICHMANN14g10code

The user that is installing AD LDS will have administrative permissions for this
instance of AD LDS.

(®) This account

The selected user or group will have administrative pemissions for this instance of
AD LDS. You can choose any user or group from this computer, this computer's
domain, or any domain that is trusted by this computer's domain.

Accourt name:
|dsadmin@w32demo.g10code de ‘ Browse. ..

<Back | Nex> { | Cancel Help

= Click [Next]. Check all boxes to import the usual schemes:
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Active Directory Lightweight Directory Services Setup Wizard ¥

Importing LDIF Rles -
You can import data from Lightweight Directory Interchange Format (LDIF)files it "
your AD LDS application directary partition. “f S

To configure the AD LDS service in a specific way, import ane or more of the LDIF files listed

below.

LDIF file name Description =

[A:M5-AdamSyncMetadata. LDF ADAMSync metadata schema extension. Required fc

MS-ADLDS-DisplaySpecifiers.L... AD LDS Display specifiers schema and display specil

MS-A7Man LDF AD LDS schema extensions for AzMan.

MS-InetCrgPerson LDF AD LDS inetOrgPerson, user and related classes.

MS-Membership Transitive LDF ~ AD LDS memberhsip transitive.

MS-Parent Distname LDF AD LDS parent dist name.

M5-ReplValMetadataExt LDF AD LDS ReplValueMetaDataExt. o

e e e oo e .. - .. - -
< Back Mext > Cancel Help

= Click [Next] to view a summary of the configuration options:

Active Directory Lightweight Directory Services Setup Wizard *
Ready to Install -—
The AD LDS Setup Wizard is ready to install AD LDS with the following - ‘
configuration. ‘( 4

Before continuing. review and confirm your selections.

Selections:
Install & unique instance of AD LDS. A

Instance name: keyserver

Computers will connect ta this instance of AD LDS using the following ports:
LDAF port: 385

S50 port: 636

AD LDS replication will use Negotiate authentication.

Store AD LDS data files in the following location: W

To change your selections, click Back. To install AD LDS, click MNext.

< Back MNext = Cancel Help

= Click [Next] to start the installation. You will be asked to enter the credentials for the adminis-
trative account for this LDS. For us this is the “ldsadmin”:
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Installing AD LDS

N &
The AD LDS Setup Wizard is instaling AD LDS. - "
\{__/.
Installing AD LDS. ..
—
Active Directory Lightweight Direct... ? X
Please wait while the wizard complates the| i%
v Copied fil oA \
opied files Wy
i

Starting the AD LDS service...

To import LDIF files, you must be an administrator of this AD
LD5 instance. Enter the credentials of an account with
administrative permissions for AD LDS. The user name must be
qualified by a domain or computer name.

Username: | £ w32demodsadmin v |

Password: | LTI |

< Back

= That's it. You now have a running LDS instance which we extend in the next step to host keys
for GnuPG.

1.1 Setting the LDS up as Keyserver

= Logout as Administrator of the local machine and login as “ldsadmin”.

= Download these files:
https://gnupg.org/misc/gnupg-ldap-ad-schema-v1.Idif
https://gnupg.org/misc/gnupg-ldap-ad-init-v1.Idif

= Open a command prompt and enter as one line:

ldifde -i -s localhost -f gnupg-ldap-ad-schema-vi.1ldif
-c "DC=EXAMPLEDC" "#configurationNamingContext"

Then enter as one line:

ldifde -i -s localhost -f gnupg-ldap-ad-init-vi1.1ldif
-c "DC=EXAMPLEDC" "CN=keyserver,DC=w32demo, DC=g10code, DC=de"

= Here you need to replace the last part with the keyserver DN you specified during installation.
If you do not use the default port (ie. 389) for your LDS installation, but, say 11371, you need
to use localhost:11371 for the -s option. If everything works you should see this on your
command window:

Page 9 of 14 Stand 2021-09-17



https://gnupg.org/misc/gnupg-ldap-ad-init-v1.ldif
https://gnupg.org/misc/gnupg-ldap-ad-schema-v1.ldif

How to install an LDS for use with GnuPG VS-Desktop®

B Command Prompt - O *

The command has completed su

sadmin>1ldifde -i -s localh

The command has completed su

C:\Usersildsadmin>_

= That's all. If you want to test this and GnuPG is also installed on this machine you may run this
(as always on a single line):

gpg --keyserver ldap://localhost/????gpgNtds=1 --batch
--locate-key info@gnupg.com

which imports a public key. Take the fingerprint of that key and run:

gpg --keyserver ldap://localhost/????gpgNtds=1 --batch
--send CBAEDE4E5746B3A3A27C4C696004F15E7DE1AC76

to send this key to your new keyserver.

= To test whether you can retrieve this key use:

gpg --keyserver ldap://localhost/????gpgNtds=1 --batch
--search-keys info@gnupg.com
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Bl Command Prompt — O *

--locate-

84F15E7DE]

If you see information about the key everything is fine (the warning about “batchmode” can be
ignored). The final step will assigning of permissions to the LDS so that other users in the do-
main can access retrieve and send keys. See the next section.

1.2 Assigning Permissions

We want to allow all domain users to retrieve keys and users from an assigned group to send
keys. Surely, this depends on your exact needs but here we describe our standard method.

Login as “ldsadmin”, start 1dp, and connect to the localhost:

C:\Users\ldsadmin>1dp

£

Connection Browse View Options Utilities Help

Connect *

Server:

Port:

H
Io
=]

] connectionless

[ssL

Cancel

H
-~
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= After you have connected estabish a binding using your current user. Use [Connection] >
[Bind] from the menu or hit [Ctrl] + [B]:

Bind x

User:
Password:

Domain:

Bind type

(®) Bind as currently logged on user
() Bind with credentials

() Simple bind

() Advanced (DIGEST)

Encrypt traffic after bind

Advanced Cancel

= To browse the DIT use [View] > [Tree] or hit [Ctrl]] + [T]. Just hit hinter on the dialog asking for
the Base-DN. Then select the DN for your service and use the context menu to open the dia-
log for the “Security Descriptor”:

Connection Browse View Options Utilities Help

- CM=Configuration, CN={4329FB05- AFE9-4483-BCA5-E6TSBEF38302) =g10code,DC=de; |
M- _ - - _ : 4400 EeT Quotas, CN=keyser
CM=5chema, CN=Configuration, CN={4329FB05-AFE9-4439-BCA5-E6T3 532 ABB 1536776
m TN e demo,DC=g10code
Search Ctrl+5 Objects, Ch=keysel
Virtual List View whenChanged: S/2/202
whenCreated: S/2/202°
Delete Ctrl+D
I S Expanding base 'CH=keyse
Modify DN Ctrl+R Getting 1 entries:
. Dn: CN=keyserver,DC=w
Add child Ctrl+A en: keyserver:
Compare distinguishedMame: CN
Advanced » Replication Metadata
Copy DN SecunRDscnplor
L .
msDs-masteredBy: CNH:
Copy Chrl=C Skeyserver, CN=3e
Select all Mame, CH=Sites, CN
Clear output Ctrl+N name: keyserver,

objectCategory: CN=Co

= The Access Control Entry opens and add as “Trustee” the value “Authenticated Users” pre-
fixed with your domain name (you may also use the entire DN of that group). Note that in the
screenshot below you see “Doménen-Benutzer”, which is what you need to use on an German
installation of the Active Directory instead of “Authenticated Users”. This group has all users
(and otehr objects) which are allowed to login to the domain with the exception of the “Guest”
and “Anonymous accounts”. Give the DN full read access and make it inheritable:
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ACE - Access Control Entry

Trustee: | W32DEMO\Domanen-Benutzer
ACE type: (@) allow () Deny Audit Alarm
Access mask
Read property [ write property [create child [ ] Control access
List [ wurite DACL [Delete child [ ]Extended write
List object [ wurite owner [Joelete
Read permissions || Write SACL [ ]pelete tree
ACE flags
Inherit Inherited SUCCESS
[ImMo propagate [ tnherit only Failure
Ohject type: | (none) w |
Inherited object type: | (none) w |

= Next is to expand the DN and open the security descriptor dialog for the DN starting with

“CN=GnuPG Keys”:

Connection  Browse View Options  Utilities  Help
- CM=Configuration, CN={4329FB05- AFB9-4489-BCAS-E6TSBEF38302} Cn: Keyserver,
M= _ - : _ . " - | distinguishedMame: Cl
CM=>5chema,CN=Configuration, CN={4329FB05- AFBS9-4439-BCA3-EETS dSASignature: { \V1: F
- CN=keyserver, DC=w32demo,DC=g10code, DC=de cB6df0a0-4342-4
N=GnuPG Keys, & S N T b SN T dSCorePropagationDa
CM=LostAndFour Search Ctrl+5S instanceType: 0x5 = |
_ ) . - msDs-masteredBy: Cl
CM=NTDS Quota: Virtual List View ode DC=d Skeyserver,CH=S
CMN=PGPServerinf Delete Ctrlep  FodeDC= Name, CN=Sites, C
- CN=Roles, CN=ke . =de name: keyserver,
Madify Ctrl+M objectCategory: CN=C
Modify DN Ctrl+R ) BCAS-E6TSBEF3E
objectClass (2): top; c
Add child Ctri+A objectGUID: Sb07d2cy
showlnAdvancedVie
Compare uChiChanaad: 13058
Advanced » Replication Metadata
Copy DN Security Descriptor
=g10code DC=de;
Copy Ctrl+C Quotas, CH=keyse
Select all B:32.AB8153BTTY
demo,DC=g10cod
Clear output Ctri+M Objects, CH=keys:

= Give the same permissions as above and add “Write property” and “Create Child”. Now all au-
thenticated users may read from the keuyserver and also update or insert keys. If you want to
restrict update and insert capabilities to a dedicated group of users, you can use the permis-

sion system to do this.
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2 Using GnuPG with an LDS Keyserver

= Since GnuPG version 2.2.26 you can put:

keyserver ldap://mykeyserver.example.org/????gpgNtds=1

into dirmngr.conf and gpg.conf and Windows takes care of authentication.

=  GnuPG can also be advised to consult this configured LDS similar to a Web Key Directory.
For this put:

auto-key-locate local, ntds,wkd

into gpg.conf so that a missing key is first looked up on the LDS keyserver before a WKD
query is done.

Page 14 of 14 Stand 2021-09-17



	1 Installing the LDS Service
	1.1 Setting the LDS up as Keyserver
	1.2 Assigning Permissions

	2 Using GnuPG with an LDS Keyserver

